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2..1
2. 1.1
Basic
version | REGER 2 Ve sion3
se il Number | REGER 16
signature - -
algorithm OBJECT 12801133 94111 (e]]]
IDENTIFIER 1284 18491111
Sha- 25 BVithRSAENcryption
parameters NUL L RSA
is wer - -
cou tryName - -
type OBJECT 2546 co atryName  OID
IDENTIFIER
value P mtableString JP
organiz 8o Name - -
type OBJECT 25410 or @niz gonName  OID
IDENTIFIER
value UTF8%tring JP K
organiz 8o alUnitName - -
type OBJECT 25411 or @iz gonalUnitName  OID
IDENTIFIER
value UTF8%tring JP Kfor digital signature
organiz 8o alUnitName - -
type OBJECT 25411 or @iz gonalUnitName  OID
IDENTIFIER




value UTF83ring Japan @ency for Local
Authority Informatio n
Systems
val dity - -
notBefore UTCTime YYMMD Ohhm ngsZ
notAfter UTCTime YYMMD Ohhm ngsZ
5
5
5
5
subject - -
cou tryName - -
type OBJECT 2546 co atryName  OID
IDENTIFIER
value P intableString JP
local tyName - -




type OBJECT 2547 local tyName  OID
IDENTIFIER
value UTF83ring
local tyName - -
type OBJECT 2547 local tyName  OID
IDENTIFIER
value UTF83ring
commo Name - -
type OBJECT 2543 commonName  OID
IDENTIFIER
value UTF83ring YYYYM MDDh hms +
X XXX X X XXX
subjectPu bcK glnfo - -
agorithm - -
agorithm OBJECT 1284011849111 (0]]»]
IDENTIFIER 1284 1849111
rsaEncryption
parameters NUL L RSA
subjectPu beK & BIT STRI 8 16 20 8 it
Exte sion
Extensions
authorityKeyldentifier - -
extnID OBJECT 252935 auth otyK gldentifier  OID
IDENTIFIER
critical BO O EAN FALSE
extnValue OCTETSIRI © | -
authorityKeyldentifier - -
[O]keyldentifier OCTET STRI ® 16

[1]authorityCertlss

uer

[4]directoryNa

me




cou tryNam - -
e
type OBJECT 2546 co atryName  OID
IDENTIFIER
value P intableString JP
organiz &on - -
Name
type OBJECT 25410 or @niz gonName  OID
IDENTIFIER
value UTF83tring P K
organiz &on - -
alUnitName
type OBJECT 25411 or @niz g@onalUnitName  OID
IDENTIFIER
value UTF83ring JP Kfor digita
signature
organiz &on - -
alUnitName
type OBJECT 25411 or @niz g@onalUnitName  OID
IDENTIFIER
value UTF83tring Japan dency for Local
Authority Informatio n
Systems
[2]authorityCert Ser | NEGER
ialNumber 16
keyUsage
extnlD OBJECT 252915 keyUsage  OID
IDENTIFIER
critical BO O EAN TR E
extnValue OCTET STRI ® -
keyUsage BIT STRI ® 11 00 000
digitalSignatur @) &
nonRepu dition(1)
subject AltName - -
extnlD OBJECT 252917 su fectAltName  OID
IDENTIFIER
critical BO O EAN FALSE
extnValue OCTET STRI ® -
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[Olothe Kame - -
commo Name - -
type OBJECT 123922004 8551 commonName  OID
IDENTIFIER
[O]value UTF83tring Js 1 2
10
[Olothe Kame - -
dateOfBirth - -
type OBJECT 123922004 8554 dateOfBirth  OID
IDENTIFIER
[O]value UTF83tring
EY Y YMMDD E
1 2 3 4
0:
YYY
MM
Al: A2 A3 A4 00
DD
Al: A2: A3: 00:
[O]othe Name - -
gender - -
type OBJECT 12392004 8553 gender  OID
IDENTIFIER
[O]value UTF83ring 1 2 3
[O]othe Name - -
address - -
type OBJECT 12392004 8555 address  OID
IDENTIFIER
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[O]value UTF83tring Js 1 2
200
[Olothe Kame - -
substituteCharacte - -
rOfCom nonName
type OBJECT 123922004 8552 substituteCharacte ®fCommonNam
IDENTIFIER e OID
[O]value UTF83tring 0
1
[O]othe Kame - -
substituteCharacte - -
rOfAddress
type OBJECT 123922004 B556 substituteCharacte ©fAddress
IDENTIFIER OID
[O]value UTF83tring 0
1
is we AltName - -
extnlD OBJECT 252918 issuerAltName ~ OID
IDENTIFIER
critical BO O EAN FALSE
extnValue OCTET STRI ® -
[4]directoryName - -
cou tryName - -
type OBJECT 2546 co atryName  OID
IDENTIFIER
value P intableString JP
organiz 8o Name - -
type OBJECT 25410 or @niz gonName  OID
IDENTIFIER
value UTF83ring
organiz Bo alUnitN - -
ame
type OBJECT 25411 or @iz gonalUnitName  OID
IDENTIFIER
value UTF83ring




organiz Bo alUnitN

ame
type OBJECT 25411 or @iz g@onalUnitName  OID
IDENTIFIER
value UTF83ring
cRLDistributionPoints CRL - -
extnID OBJECT 252931 cRLDistributionPoints ~ OID
IDENTIFIER
critical BO O EAN FALSE
extnValue OCTETSTRI § | -
[O]distributionPoint - -
[O]ful Name - R
[4]directoryNa - -
me
cou tryNam - -
e
type OBJECT 2546 co atryName  OID
IDENTIFIER
value P intableString JP
organiz &on - -
Name
type OBJECT 25410 or @niz gonName  OID
IDENTIFIER
value UTF83tring P K
organiz &on - -
alUnitName
type OBJECT 25411 or @niz g@onalUnitName  OID
IDENTIFIER
value UTF83tring JP Kfor digita
signature
organiz &on - -
alUnitName
type OBJECT 25411 or @niz g@onalUnitName  OID
IDENTIFIER
value UTF83tring CRL Distribution Points




organiz &on - -
alUnitName
type OBJECT 25411 or @niz g@onalUnitName  OID
IDENTIFIER
value UTF83tring
commo Na - -
me
type OBJECT 2543 commonName  OID
IDENTIFIER
value UTF83tring
CRLDP
certificatePol cies - -
extnlD OBJECT 252932 certificatePol cies  OID
IDENTIFIER
critical BO O EAN TR E
extnValue OCTET STRI ® -
p becyldentifier OBJECT 12322004 8511
IDENTIFIER 20 (0]]»]
p bcyQual fiers - -
p bcyQual fie Id OBJECT 136155721 CPS OID
IDENTIFIER id-qt- cps
pqual fier | BString http:/ v w.ypki.go.jp/c | CPS UR
ps.html
subjectKeyldentifier - -
extnlD OBJECT 252914 su fectK gldentifier  OID
IDENTIFIER
critical BO O EAN FALSE
extnValue OCTETSIRI © | -
subjectKeyldentifier - -
keyldentifier OCTET STRI ® sha-1
16



http://www.jpki.go.jp/c

2. 1.2
Basic
version | NEGER 2 Ve sion3
se ielNumber | NEGER 16
signature - -
agorithm OBJECT 128401158491111 oID
IDENTIFIER 1284 18491111
Sha- 25 BVithRSAENcryption
parameters NUL L RSA
is \ger - -
cou tryName - -
type OBJECT 2546 co atryName  OID
IDENTIFIER
value P intableSring | JP
organiz B0 Name - -
type OBJECT 25410 or @niz gonName  OID
IDENTIFIER
value UTF83tring P K
organiz B0 alUnitName - -
type OBJECT 25411 or @niz g@onalUnitName  OID
IDENTIFIER
value UTF8String JP Kfor user
authentication
organiz B0 alUnitName - -
type OBJECT 25411 or @niz gonalUnitName  OID
IDENTIFIER
value UTF83tring Japan Agency for Local
Authority  Informatio n
Systems
val dity - -
notBefore UTCTime YYMMD Ohhm ngsZ
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notAfter UTCTime YYMMD Ohhm ngsZ
5
5
5
5
subject - -
cou tryName - -
type OBJECT 2546 co otryName  OID
IDENTIFIER
value P intableString | JP
commo Name -
type OBJECT 2543 commonName  OID
IDENTIFIER
value UTF83ring X X X e X X X +
X X XX
subjectPu bcK glnfo - -
agorithm - -
agorithm OBJECT 128011383911 (e]]»)
IDENTIFIER 1284 1849111
rsaEncryption
parameters NUL L RSA
subjectPu beK & BIT STRI ®© 16 208 i
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2

Exte mion

Extensions
authorityKeyldentifier - -
extnlD OBJECT 252935 auth otyK gldentifier  OID
IDENTIFIER
critical BO O EAN FALSE
extnValue OCTET -
STRI ©
authorityKeyldentifier - -
[O]keyldentifier OCTET 16
STRI ©
[1]authorityCertlssue - -
r
[4]directoryName - -
cou tryName - -
type OBJECT 2546 co atryName  OID
IDENTIFIER
value P intableString | JP
organiz @o Na - -
me
type OBJECT 25410 or @niz gonName  OID
IDENTIFIER
value UTF83ring P K
organiz go alu - -
nitName
type OBJECT 25411 or @niz gonalUnitName  OID
IDENTIFIER
value UTF83ring JP Kfor user
authentication
organiz go alu - -
nitName
type OBJECT 25411 or @niz g@onalUnitName  OID
IDENTIFIER
value UTF83ring Japan dency for Local
Authority Informatio n
Systems
[2]authorityCertSe ial | NEGER
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Number 16
keyUsage
extnlD OBJECT 252915 keyUsage  OID
IDENTIFIER
critical BO O EAN TR E
extnValue OCTET -
STRI ©
keyUsage BIT STRI 8 10 00 000
digitalSignatur @)
extendedKeyUsage
extnlD OBJECT 252937 extkeyUsage  OID
IDENTIFIER
critical BO O EAN FALSE
extnValue OCTET -
STRI ©
extendedKeyUsage - -
K gPurposeld OCTET 136155732 id- kp- clientAuth ~ OID
STRI ©
is we AltName - -
extnlD OBJECT 252918 issuerAltName ~ OID
IDENTIFIER
critical BO O EAN FALSE
extnValue OCTET -
STRI ©
[4]directoryName - -
cou tryName - -
type OBJECT 2546 co atryName  OID
IDENTIFIER
value P intableString | JP
organiz 8o Name - -
type OBJECT 25410 or @niz gonName  OID
IDENTIFIER
value UTF83ring
organiz o alUnitNa - -
me
type OBJECT 25411 or @iz gonalUnitName  OID
IDENTIFIER
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value UTF83ring
organiz o alUnitNa - -
me
type OBJECT 25411 or @niz g@onalUnitName  OID
IDENTIFIER
value UTF83ring
cRLDistributionPoints CRL - -
extnlD OBJECT 252931 cRLDistributionPoints ~ OID
IDENTIFIER
critical BO O EAN FALSE
extnValue OCTET -
STRI ©
[O]distributionPoint - -
[O]ful Name - -
[4]directoryName - -
cou tryName - -
type OBJECT 2546 co atryName  OID
IDENTIFIER
value P intableString | JP
organiz o Na - -
me
type OBJECT 25410 or @niz gonName  OID
IDENTIFIER
value UTF83ring P K
organiz &o alU - -
nitName
type OBJECT 25411 or @iz gonalUnitName  OID
IDENTIFIER
value UTF83ring JP Kfor user
authentication
organiz &o alU - -
nitName
type OBJECT 25411 or @iz gonalUnitName  OID
IDENTIFIER
value UTF83ring CRL Distribution Points
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organiz @o alu - -
nitName
type OBJECT 25411 or @niz g@onalUnitName  OID
IDENTIFIER
value UTF83ring
commo Name - -
type OBJECT 2543 commonName  OID
IDENTIFIER
value UTF83ring
CRLDP
certificatePol cies - -
extnlD OBJECT 252932 certificatePol cies  OID
IDENTIFIER
critical BO O EAN TR E
extnValue OCTET -
STRI ©
p becyldentifier OBJECT 12322004 8513
IDENTIFIER 30 OID
p bcyQual fiers - -
p bcyQual fie Id OBJECT 136155721 CPS OID
IDENTIFIER id-qt- cps
pqual fier | BString http:/ v w.ypki.go.jp/c | CPS UR
ps.html
subjectKeyldentifier - -
extnlD OBJECT 252914 su fectK gldentifier  OID
IDENTIFIER
critical BO O EAN FALSE
extnValue OCTET -
STRI ©
subjectKeyldentifier - -
keyldentifier OCTET sha-1
STRI ®© 16
authoritylnfoAc ess - - -
extnlD OBJECT 136155711 auth otylnfoAccess OID
IDENTIFIER
critical BO O EAN FALSE
extnValue OCTET -
STRI ®©
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http://www.jpki.go.jp/c

ac es Biscription

ac essMeth d

ac es Isocation

OBJECT 1361557481 ocsp  OID
IDENTIFIER
| BString http:/ / ocspauthnorm.jp | OCSP UR

ki.go.jp
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http://ocspauthnorm.jp

2. 1.3
Basic
version | NEGER 2 Ve sion3
se el Number | REGER 16
signature - -
agorithm OBJECT 12801138 94111 oID
IDENTIFIER 1284 18491111
Sha- 25 BVithRSAENcryption
parameters NUL L RSA
is \ger - -
cou tryName - -
type OBJECT 2546 co atryName  OID
IDENTIFIER
value P intableStrin | JP
g
organiz B0 Name - -
type OBJECT 25410 or @niz gonName  OID
IDENTIFIER
value UTF83tring P K
organiz B0 alUnitName - -
type OBJECT 25411 or @niz g@onalUnitName  OID
IDENTIFIER
value UTF83tring JP Kfor digital signature
organiz B0 alUnitName - -
type OBJECT 25411 or @niz g@onalUnitName  OID
IDENTIFIER
value UTF83tring Japan @ency for Local
Authority Informatio n
Systems
val dity - -
notBefore UTCTime YYMMD Ohhm ngsZ
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notAfter UTCTime YYMMD Ohhm ngsZ
notBefore + 10
subject - -
cou tryName - -
type OBJECT 2546 co atryName  OID
IDENTIFIER
value P intableStrin | JP
g
organiz B0 Name - -
type OBJECT 25410 or @niz gonName  OID
IDENTIFIER
value UTF83ring P K
organiz B0 alUnitName - -
type OBJECT 25411 or @niz g@onalUnitName  OID
IDENTIFIER
value UTF83ring JP Kfor digital signature
organiz B0 alUnitName - -
type OBJECT 25411 or @niz gonalUnitName  OID
IDENTIFIER
value UTF83ring Japan @ency for Local
Authority Informatio n
Systems
subjectPu bcK glnfo - -
agorithm - -
agorithm OBJECT 1280113859a11 OoID
IDENTIFIER 1284 1849111
rsaEncryption
parameters NUL L RSA
subjectPu beK & BIT STR ®© 16 208 1
Exte mion
Extensions
keyUsage
extniD OBJECT 252915 keyUsage  OID
IDENTIFIER
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critical BO O EAN TR E
extnValue OCTET -
STRI §
keyUsage BIT STRI ® 00 00 100
keyCe tSign(5) & cRLSign(6)
subject AltName - -
extnlD OBJECT 252917 su fectAltName  OID
IDENTIFIER
critical BO O EAN FALSE
extnValue OCTET -
STRI §
[4]directoryName - -
commo Name - -
type OBJECT 2546 co atryName  OID
IDENTIFIER
[O]value P intableStrin | JP
g
organiz 8o Name - -
type OBJECT 25410 or @niz gonName  OID
IDENTIFIER
[O]value UTF83tring
organiz o alUnitNa - -
me
type OBJECT 25411 or @niz g@onalUnitName  OID
IDENTIFIER
[O]value UTF83tring
organiz o alUnitNa - -
me
type OBJECT 25411 or @niz gonalUnitName  OID
IDENTIFIER
[O]value UTF83tring
basicConstraints - -
extnlD OBJECT 252919 basicConstraints  OID
IDENTIFIER
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critical BO O EAN TR E
extnValue OCTET -
STRI §
cA BO O EAN TR E
cRLDistributionPoints CRL - -
extnlD OBJECT 252931 cRLDistributionPoints ~ OID
IDENTIFIER
critical BO O EAN FALSE
extnValue OCTET -
STRI §
[O]distributionPoint - -
[O]ful Name - -
[4]directoryNam - -
e
cou tryName - -
type OBJECT
2546 co atryName  OID
IDENTIFIER
value P intableStrin
JP
g
organiz @on -
Name )
type OBJECT
25410 or @niz gonName  OID
IDENTIFIER
value UTF83ring JP K
organiz 8o a -
IUnitName -
type OBJECT
25411 or @iz gonalUnitName  OID
IDENTIFIER
value UTF83ring JP Kfor digital signature
organiz 8o a -
IUnitName -
type OBJECT
25411 or @iz gonalUnitName  OID
IDENTIFIER
value UTF8%ring Japan gency for Local
Authority Informatio n
Systems
subjectKeyldentifier - -
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extniD

critical

OBJECT

IDENTIFIER

252914

su fectK gldentifier

OID

extnValue

BO O EAN

FALSE

subjectKeyldentifier

OCTET

STRI @

keyldentifier

OCTET

STRI §

16

sha- 1
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2. 1.4
Basic
version | NEGER 2 Ve sion3
se il Number | NEGER 16
signature - -
algorithm OBJECT 1280813981111 (e]]n}
IDENTIFIER 1284 Q18491111
Sha- 25 BVithRSAENcryption
parameters NUL L RA
is ger - -
cou tryName - -
type OBJECT 2546 co otryName  OID
IDENTIFIER
value P intableSrin | JP
9
organiz 8o Name - -
type OBJECT 25410 or @niz gonName  OID
IDENTIFIER
vaue UTF8Sring JP K
organiz 8o alUnitName - -
type OBJECT 25411 or @iz gonalUnitName  OID
IDENTIFIER
value UTF83ring JP K for user
authentication
organiz 8o alUnitName - -
type OBJECT 25411 or @niz gonalUnitName  OID
IDENTIFIER
value UTF8String Japan Ag ecy for Local
Authority  Informatio n|
Systens
val dity - -

-22-




notBefore UTCTime YYMMD Ohhm nssZ
notAfter UTCTime YYMMD Ohhm nssZ
notBefore + 10
subject - -
cou tryName - -
type OBJECT 2546 co atryName  OID
IDENTIFIER
value P intableStrin | JP
g
organiz B0 Name - -
type OBJECT 25410 or @niz gonName  OID
IDENTIFIER
value UTF83tring P K
organiz B0 alUnitName - -
type OBJECT 25411 or @niz g@onalUnitName  OID
IDENTIFIER
value UTF83tring P K for use r
authentication
organiz B0 alUnitName - -
type OBJECT 25411 or @iz gonalUnitName  OID
IDENTIFIER
value UTF83ring Japan Ag ecy for Local
Authority  Informatio n|
Systems
subjectPu bcK glnfo - -
agorithm - R
agorithm OBJECT 1284011849111 oID
IDENTIFIER 1284 1849111
rsaEncryption
parameters NUL L RSA
subjectPu beK & BIT STRI ®© 16 208 1
Exte mion
Extensions
keyUsage
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extnlD OBJECT 252915 keyUsage  OID
IDENTIFIER
critical BO O EAN TR E
extnValue OCTET -
STRI ©
keyUsage BIT STRI 8 00 00 100
keyCe tSign(5) & cRLSign(6)
subject AltName - -
extnlD OBJECT 252917 su fectAltName  OID
IDENTIFIER
critical BO O EAN FALSE
extnValue OCTET -
STRI ©
[4]directoryName - -
commo Name - -
type OBJECT 2546 co atryName  OID
IDENTIFIER
[O]value P intableSrin | JP
g
organiz #o Name - -
type OBJECT 25410 or @niz gonName  OID
IDENTIFIER
[O]value UTF83ring
organiz o alUnitNa - -
me
type OBJECT 25411 or @niz g@onalUnitName  OID
IDENTIFIER
[O]value UTF83ring
organiz o alUnitNa - -
me
type OBJECT 25411 or @iz gonalUnitName  OID
IDENTIFIER
[O]value UTF83ring
basicConstraints - -
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extnlD OBJECT 252919 basicConstraints  OID
IDENTIFIER
critical BO O EAN TR E
extnValue OCTET -
STRI ©
cA BO O EAN TR E
cRLDistributionPoints CRL - -
extnlD OBJECT 252931 cRLDistributionPoints  OID
IDENTIFIER
critical BO O EAN FALSE
extnValue OCTET -
STRI ©
[O]distributionPoint - -
[O]ful Name - -
[4]directoryName - -
cou tryName - -
type OBJECT
2546 co atryName  OID
IDENTIFIER
value P intableSrin
JP
g
organiz &o N -
e -
type OBJECT
25410 or @niz gonName  OID
IDENTIFIER
value UTF83ring P K
organiz @o &l -
UnitName -
type OBJECT
25411 or @iz gonalUnitName  OID
IDENTIFIER
value UTF83ring JP Kfor user
authentication
organiz @o el -
UnitName -
type OBJECT
25411 or @iz gonalUnitName  OID
IDENTIFIER
value UTF83ring Japan gency for Local
Authority Informatio n
Systens
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subjectKeyldentifier

extniD

critical

OBJECT

IDENTIFIER

252914

su fectK gldentifier

OID

extnValue

BO O EAN

FALSE

subjectKeyldentifier

OCTET

STRI §©

keyldentifier

OCTET

STRI §©

16

sha- 1
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2..2 OID

iso(1)

member-body (2)
I

country (392)

JPKI (200149)
I

securtyObject (8)

I
PKI(5)

certificatePolicy (1) Personal Data (5)
I
| I I

commonName (1) gender (3) dateOfBirth (4) address (5)

substituteCharacterOfCommonName (2)  substituteCharacterOfAddress (6)

experiment (0) digitalSignature (1) authenticate (3) TLS(100) CVS(200) OCSP(300) CodeSigning(400)

Class30 (30) TLS(130) OCSP(330)  CodeSigning(430)

class10 (10) Class20(20) TLS(120) CVS(220) OCSP(320) CodeSigning(420)

class10 (10) TLS(100) CV'$(200) OCSP(300) CodeSigning(400)
Class20 (20) TLS(120) CVS(220) OCSP(320) CodeSigning(420)
Class30 (30) TLS(130) OCSP(330) CodeSigning(430)
2-1 OID
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2-1 OID

oD

J PLK20 049)

secitybDet€ B

PKI)( 5

cerft cta Ab c(g)

ex pimet D

Cl alé 601

Cl a28(20)

Cl a38(30)

TL S0)1

TB

SB

T L $20)

TLS

SbB

T L $30)

TB

SbB

CV S00)2

CV S20)2

0OCS3P P

oer

OCS3P P

oGS

OCS3B P

oer

C o dig Bng( 90)

Co dig Bng (20)

Co dig Bng (30)

di gal &gh aut el

Cl al® 601

Cl a28 60p

TL 01

SbB

TB
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CV 20)2

OCS3PP

oer

Co dig Bng (20)

Aut hteiat e3f

Cl a38 0B

TL S30)1

SB
TB

0OCS3BP

oeP

Co dig Bng (30)

TL S00)1

TLS

CV 00)2

OC (B 0)0

Co dig Bng (00)

P e rna baD a5j

c o rmiheetm ]

addss €5

genr@ B

datfBah ()4

s u bits teC hra cet GF m moam B( 2)

subitstueChracet OXdr e 6 B
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2.0
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