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BOOL FALSE

GetLastError()
0S
MSDN

CryptAcquireContext

API CryptAcquireContext

CryptAcquireContext(
HCRYPTPROV* phProv,
LPCTSTR pszContainer,
LPCTSTR pszProvider,
DWORD dwProvType,
DWORD dwFlags

);

BOOL TRUE: FALSE:

170

HCRYPTPROV* ouT

LPCTSTR IN

NULL
NULL

LPCTSTR IN

NULL CSP
"JPKI Crypto Service Provider”

DWORD IN

PROV_RSA_FULL

DWORD IN

CRYPT_VERIFYCONTEXT:

NTE_BAD_FLAGS dwFlags

NTE_KEYSET_NOT_DEF

NTE_NO_MEMORY
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SCARD_E_NOT_READY

R/W
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SCARD_W_CHV_BLOCKED

dwFlags 0"

CryptReleaseContext

API

CryptReleaseContext

CryptReleaseContext(
HCRYPTPROV hProv,
DWORD dwFlags

);

BOOL TRUE: FALSE:
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HCRYPTPROV

IN

CryptAcquireContext

DWORD

IN

NTE_BAD_UID

hProv

CryptGetProvParam

API1

CryptGetProvParam

CSP

CryptGetProvParam(
HCRYPTPROV hProv,
DWORD dwParam,
BYTE* pbData,
DWORD* pdwDatalen,
DWORD dwFlags

);

BOOL TRUE: FALSE:

1/0

HCRYPTPROV

IN

CryptAcquireContext

DWORD

IN
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BYTE* ouT
NULL
pdwDatalLen
DWORD* IN/OUT
pbData
DWORD IN
0
ERROR_MORE_DATA pbData
NTE_BAD_TYPE dwParam
NTE_BAD_UID hProv

4 CryptGetProvParam dwParam

PP_IMPTYPE CSP DWORD

CSP CRYPT_IMPL_MIXED | CRYPT_IMPL_REMOVABLE
PP_NAME CSP CHAR NULL

CSP "JPKI Crypto Service Provider”
PP_VERSION CSsP DWORD

CSP 1.0(0x00000100)
PP_PROVTYPE CSP DWORD

CSP PROV_RSA_FULL
PP_JPK1 _CA _CERTIFICATE CSP IC
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CryptDestroyKey

API CryptDestroyKey
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CryptDestroyKey(
HCRYPTKEY hKey

);

BOOL TRUE:

FALSE:

1/0

HCRYPTKEY

NTE_BAD_KEY

hKey

CryptGetKeyParam

API1

CryptGetKeyParam

Qc

(CER ) )

CryptGetKeyParam(
HCRYPTKEY hKey,
DWORD dwParam,
BYTE* pbData,
DWORD* pdwDatal
DWORD dwFlags

);

en,

BOOL TRUE:

FALSE:
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HCRYPTKEY

IN

DWORD

IN
KP_CERTIFICATE: IC

BYTE*

ouT
NULL
pdwDatalLen

DWORD*

IN/OUT
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DWORD IN
0
ERROR_MORE_DATA pbData
NTE_BAD_KEY hKey
NTE_BAD_TYPE dwParam
CryptimportKey
API CryptimportKey
CryptimportKey(
HCRYPTPROV hProv,
BYTE* pbData,
DWORD dwDatalLen,
HCRYPTKEY hPubKey,
DWORD dwFlags,
HCRYPTKEY* phKey
);
BOOL TRUE: FALSE:
170
HCRYPTPROV IN CryptAcquireContext
BYTE* IN
Public-key BLOBs
DWORD IN (
HCRYPTKEY IN
NULL
DWORD IN
0
HCRYPTKEY* ouT
NTE_BAD_TYPE BLOB
NTE_BAD_UID hProv
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NTE_BAD_VER

BLOB
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CryptGetUserKey

API

CryptGetUserKey

CryptGetUserKey(

HCRYPTPROV hProv,
DWORD dwKeySpec,
HCRYPTKEY* phUserKey

);

BOOL TRUE:

FALSE:

1/0

HCRYPTPROV

IN

CryptAcquireContext

DWORD

AT_KEYEXCHANGE:
AT_SIGNATURE:
AT_SIGNATURE

HCRYPTKEY*

ouT

NTE_BAD_KEY

hKey

NTE_BAD_UID

hProv

NTE_NO_KEY

dwKeySpec

CryptCreateHash

API

CryptCreateHash

CryptCreateHash(

HCRYPTPROV hProv,

ALG_ID Algid,
HCRYPTKEY hKey,
DWORD dwFlags,

HCRYPTHASH* phHash
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BOOL TRUE: FALSE:
1/0
HCRYPTPROV IN CryptAcquireContext
ALG_ID IN
CALG_SHA: SHA1
CALG_SHA1: SHA1
CALG_SSL3_SHAMD5: SSL
HCRYPTKEY IN
0 ( Csp
)
DWORD IN
0
HCRYPTHASH* ouT
NTE_BAD_ALGID
NTE_BAD_UID hProv
NTE_NO_MEMORY
CryptDestroyHash
API CryptDestroyHash
CryptDestroyHash(
HCRYPTHASH hHash
);
BOOL TRUE: FALSE:
170
HCRYPTHASH IN
NTE_BAD_HASH hHash
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CryptSetHashParam

API

CryptSetHashParam

CryptSetHashParam(
HCRYPTHASH hHash,
DWORD dwParam,
BYTE* pbData,
DWORD dwFlags

);

BOOL TRUE: FALSE:
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HCRYPTHASH

IN

DWORD

HP_HASHVAL: pbData

BYTE*

IN

DWORD

IN

NTE_BAD_HASH

hHash

NTE_BAD_TYPE

dwParam

CryptGetHashParam

API1

CryptGetHashParam

CryptGetHashParam(
HCRYPTHASH hHash,
DWORD dwParam,
BYTE* pbData,
DWORD* pdwDatalen,
DWORD dwFlags

);

BOOL TRUE: FALSE:

1/0
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HCRYPTHASH IN
DWORD IN
HP_ALGID: ID
DWORD
HP_HASHSIZE:
DWORD
HP_HASHVAL :
BYTE* ouT
NULL
pdwDatalLen
DWORD* IN/OUT
pbData
DWORD IN
0
ERROR_MORE_DATA pbData
NTE_BAD_HASH hHash
NTE_BAD_TYPE dwParam
CryptHashData
API CryptHashData
CryptHashData(

HCRYPTHASH hHash,
BYTE* pbData,
DWORD dwDatalen,
DWORD dwFlags

);

BOOL TRUE: FALSE:




API AP CryptoAPI 1.1

170

HCRYPTHASH IN

BYTE* IN

DWORD IN

DWORD IN

NTE_BAD_ALGID hHash

NTE_BAD_HASH hHash

NTE_BAD_HASH_STATE

NTE_FAIL

NTE_NO_MEMORY

CryptSignHash

API CryptSignHash

CryptSignHash(
HCRYPTHASH hHash,
DWORD dwKeySpec,
LPCTSTR sDescription,
DWORD dwFlags,

BYTE* pbSignature,
DWORD* pdwSigLen

);

BOOL TRUE: FALSE:
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HCRYPTHASH IN

DWORD IN
AT_KEYEXCHANGE:
AT_SIGNATURE:
AT_SIGNATURE
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LPCTSTR IN NULL
NULL
DWORD IN
0
BYTE* ouT
NULL
pdwSigLen
DWORD* IN/OUT
pbSignature
ERROR_MORE_DATA pbSignature
NTE_BAD_ALGID hHash
NTE_BAD_FLAGS dwFlags
NTE_BAD_HASH hHash
NTE_NO_KEY dwKeySpec

NTE_NO_MEMORY

CryptVerifySignature

API

CryptVerifySignature
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CryptVerifySignature(

HCRYPTHASH hHash,

BYTE* pbSignature,

DWORD dwSigLen,

HCRYPTKEY hPubKey,

LPCTSTR sDescription,

DWORD dwFlags
);
BOOL TRUE: FALSE:

1/0
HCRYPTHASH IN
BYTE* IN
DWORD IN
HCRYPTKEY IN
LPCTSTR IN NULL
NULL
DWORD IN
0

NTE_BAD_FLAGS dwFlags
NTE_BAD_HASH hHash
NTE_BAD_KEY hPubKey
NTE_BAD_SIGNATURE
NTE_BAD UID hProv
NTE_NO_MEMORY
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PUBL ICKEYSTRUC
PUBLICKEYSTRUC
BLOB
NO
1 | bType BYTE BLOB PUBLICKEYBLOB
2 | bVersion | BYTE BLOB CUR_BLOB_VERSION
3 | reserved | WORD -
4 | aikeyAlg | ALG_ID 1D CALG_RSA_KEYX
CALG_RSA_SIGN
RSAPUBKEY
RSAPUBKEY
BLOB

NO
1 | magic DWORD RSA1(0x31415352)
2 | bitlen | DWORD 1024( )
3 | pubexp DWORD public exponent public exponent

Public-key BLOBs

( )
BLOB

NO

1 | publickeystruc | PUBLICKEYSTRUC PUBLICKEYSTRUC PUBLICKEYSTRUC

2 | rsapubkey RSAPUBKEY RSAPUBKEY RSAPUBKEY

3 | BYTE DWORD Modulus Modulus
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CryptAcquireContext

phProv:

pszContainer: NULL

pszProvider: “JPKI Crypto Service Provider”
dwProvType: PROV_RSA_FULL

dwFlags: 0

1

CryptGetUserKey

hProv: CryptAcquireContext
dwKeySpec: AT_SIGNATURE
phUserKey:

1

CryptGetKeyParam

hKey:

dwParam: KP_CERTIFICATE
pbData: NULL
pdwDatalen:

dwFlags: 0

1

CryptGetKeyParam

hKey:

dwParam: KP_CERTIFICATE
pbData:

pdwDatalen:

dwFlags: 0

1

CryptDestroyKey

hKey:

CryptReleaseContext

hProv: CryptAcquireContext
dwFlags: 0
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CryptAcquireContext
phProv:
pszContainer: NULL
pszProvider: “JPKI Crypto Service Provider”
dwProvType: PROV_RSA FULL
dwFlags: CRYPT VERIFYCONTEXT
1
CryptGetProvParam
hProv: CryptAcquireContext
dwParam: PP_JPKI_CA_CERTIFICATE
pbData: NULL
pdwDatalLen:
dwFlags: 0
1
CryptGetProvParam
hProv: CryptAcquireContext
dwParam: PP_JPKI_CA_CERTIFICATE
pbData:
pdwDatalen:
dwFlags: 0
1
CryptReleaseContext
hProv: CryptAcquireContext
dwFlags: 0
( )"
CryptAcquireContext
phProv:

pszContainer: NULL

pszProvider: “JPKI Crypto Service Provider”
dwProvType: PROV_RSA FULL

dwFlags: 0

1
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CryptGetUserKey

hProv: CryptAcquireContext
dwKeySpec: AT_SIGNATURE
phUserKey:

1

CryptGetKeyParam

hKey:

dwParam: KP_CERTIFICATE
pbData: NULL
pdwDatalen:

dwFlags: 0

1

CryptGetKeyParam

hKey:

dwParam: KP_CERTIFICATE
pbData:

pdwDatalen:

dwFlags: 0

1

CryptDestroyKey

hKey:
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CryptReleaseContext

hProv: CryptAcquireContext
dwFlags: 0
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CryptAcquireContext

phProv:

pszContainer: NULL

pszProvider: “JPKI Crypto Service Provider”
dwProvType: PROV_RSA FULL

dwFlags: 0

1

CryptGetUserKey

hProv: CryptAcquireContext
dwKeySpec: AT_SIGNATURE
phUserKey:

1

CryptGetKeyParam

hKey:

dwParam: KP_CERTIFICATE
pbData: NULL
pdwDatalen:

dwFlags: 0

1

CryptGetKeyParam

hKey:

dwParam: KP_CERTIFICATE
pbData:

pdwDatalen:

dwFlags: 0

1

CryptDestroyKey

hKey:

CryptCreateHash

hProv: CryptAcquireContext
ALG_ID: ID
hKey: 0

dwFlags: 0

phHash:

@
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CryptReleaseContext
hProv: CryptAcquireContext
dwFlags: 0
( )
CryptAcquireContext
phProv:

pszContainer: NULL

pszProvider: “JPKI Crypto Service Provider”
dwProvType: PROV_RSA FULL

dwFlags: CRYPT_VERIFYCONTEXT

1
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CertCreateCertificateContext
( Csp 0S dwCertEncodingType: X509 ASN_ENCODING
) pbCertEncoded: X.509 DER
cbCertEncoded:

il

CryptimportPublicKeylnfo
(CryptimportKey hCryptProv: CryptAcquireContext

dwCertEncodingType: X509_ASN_ENCODING

pinfo:

CertCreateCertificateContext pcCert
&pcCert->pCertinfo->SubjectPublicKeylnfo

phKey:

CertFreeCertificateContext
( CsP 0S pCertContext:
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1
CryptDestroyHash
hHash:
1
CryptDestroyKey
hKey:
il
CryptReleaseContext
hProv: CryptAcquireContext
dwFlags: 0
( )
CryptAcquireContext
phProv:

pszContainer: NULL

pszProvider: “JPKI Crypto Service Provider”
dwProvType: PROV_RSA_FULL

dwFlags: CRYPT_VERIFYCONTEXT

1

CertCreateCertificateContext
( Csp 0S

dwCertEncodingType: X509 ASN_ENCODING
pbCertEncoded: X.509 DER
cbCertEncoded:

1

CryptimportPublicKeylnfo

hCryptProv: CryptAcquireContext

dwCertEncodingType: X509 ASN_ENCODING
pinfo:
CertCreateCertificateContext pcCert

&pcCert->pCertinfo->SubjectPublicKeylnfo

phKey:
il
CertFreeCertificateContext
( Csp 0S pCertContext:
)
il

CryptCreateHash
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CryptDestroyKey
hKey:
L
CryptReleaseContext
hProv: CryptAcquireContext
dwFlags: 0
( )
( )
( )




API AP CryptoAPI 1.1




API AP CryptoAPI 1.1

NO
1
AP
0K
NO
™
0K IC
- (
XXXXX)
>




AP

API
CryptoAPI




