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API
JPKICertViewDialog

API

JPKICertViewDialog

int JPKICertViewDialog (
JPKI1_CertBinaryData

);

*certData

JPKI_USER_TRUE

JPKI_USER_FALSE_INVALID_PARAM

JPKI_USER_FALSE_MEMORY

JPKI_USER_FALSE_DECODE_CERT

JPKI_USER_FALSE_SHOW_VIEWER

JPKI_USER_FALSE_OTHER

1/0

JPKI1_CertBinaryData * IN

(DER

)

JPKIGetBasicData

API

JPKIGetBasicData

int JPKIGetBasicData (
JPKI_CertBinaryData
JPKI_BasicData

);

*certData,
*basicData

JPKI_USER_TRUE

JPKI_USER_FALSE_INVALID_PARAM

JPKI_USER_FALSE_MEMORY

JPKI_USER_FALSE_DECODE_CERT

JPKI_USER_FALSE_OTHER

1/0

JPKI1_CertBinaryData * IN

(DER

)

JPKI1 _BasicData * ouT




API AP C 1.1
JPKICertValid
API JPKICertValid
int JPKICertValid (
JPKI_CertBinaryData *certData,
int *certPathStatus,
int *responseStatus
);
int
1/0
JPKI_CertBinaryData * IN (DER )
int * ouT
( .
certPathStatus )
int * ouT 0CsP
( .
responseStatus )
# | Define ( ) !
1 | JPKI_CVS_OK -
certPathStatus ... 0
responseStatus ... 0 OCSP Request
2 | JPKI_CVS_NG -
certPathStatus
CVS
3 | JPKI_CVS_FALSE_CL_MEMORY |C
4 | JPKI_CVS_FALSE_CL_INVALID | C
_PARAM
5 | JPKI_CVS_FALSE_CL_OTHER C
6 | JPKI_CVS_FALSE_CL_CREATE_|(C OCSP Request
REQUEST
7 | JPKI_CVS_FALSE_CL_HTTP C HTTP HTTPS
8 | JPKI_CVS_FALSE_SV_DECODE | S OCSP Response(ASN. 1 )
9 | JPKI_CVS_FALSE_SV_RESPONS | S 0CsP
E_EXCEPTION responseStatus
0CSP
10 | JPKI_CVS_FALSE_SV_SIGN_VE | S 0CsP OCSP Response(ASN.1

RIFY_SIGNATURE
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# | Define ( ) !
11 | JPKI_CVS_FALSE_SV_NONCE S Request nonce Response
nonce °*
12 | JPKI_CVS_FALSE_SV_CERT VE | S CVS
RYFY
13 | JPKI_CVS_FALSE_SV_ANALYZE | S
14 | JPKI_CVS_FALSE CL_CVSURL | C
15 | JPKI_CVS_FALSE_CL_GETCERT | C IC (
CA )
(D C: S:
2 nonce
Request
Response Request
1 33 Request nonce Response
nonce Request Response
certPathStatus
# Define ( )
1 | IPKI_CVS_GOOD 0
2 | JPKI_CVS_INTERNAL_PATH_ | 101
CONSTRUCTION_ERROR
3 | JPKI_CVS_SIGNATURE_VERI | 202
FICATION_FAILURE
4 | JPKI_CVS_ONE_OR_MORE_C | 203
ERTIFICATES_ARE_REVOKE
D
5 | JPKI_CVS_POLICY_MAPPING | 204
_ERROR
6 | JPKI_CVS_CONSTRAINTS_ER | 205
ROR
7 | JPKI_CVS_CERTSTATUS_OF_ | 206 | OCSP 0Csp
OCSP_RESPONSE_IS_UNKNO certStatus unknown
WN
8 | JPKI_CVS _REJECTED_A REQ | 901 (CvS)
UEST
9 | JPKI_CVS_VALIDATION_TIME | 902
ouT
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responseStatus

Define ( )
JPKI_CVS RESSTATUS SuUCC 0 OCSP Request
ESSFUL
JPKI_CVS _RESSTATUS MALF 1 OCSP Request
ORMEDREQUEST
JPKI_CVS_RESSTATUS_ INTER | 2
NALERROR
JPKI_CVS RESSTATUS TRYLA | 3
TER
JPKI_CVS_RESSTATUS SIGRE | 5 OCSP Request
QUIRED
JPKI_CVS_RESSTATUS UNAU | 6
THORIZED

JPKIFreeBasicData

API JPKIFreeBasicData
int JPKIFreeBasicData (
JPKI_BasicData *basicData

);

JPKI_USER_TRUE

JPKI_USER_FALSE_INVALID_PARAM

1/0

JPKI1 _BasicData * IN
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JPKI_CertBinaryData

JPKI1_CertBinaryData

NO
1 |len unsigned long
2 | data unsigned char * DER
JPKI_BasicData
JPKI_BasicData
NO
1 | name wchar_t * UNICODE
2 | address wchar_t * UNICODE
3 | gender char *
1: 2: 3:
4 | dateOfBirt | char * 9 EYYYYMMDD
h E
1 2:
3: 4:
YYYY
MM
01 12:1 12
00: Al:
A2: A3: Ad:
DD
01 31:1 31
00: Al:
A2: A3:
5 | substitute | char * name
Character0
fName 1 0
6 | substitute | char * address
Character0
fAddress 1 0
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Viewer
NO
1 version Version Version3 ““V3”~
2 serialNumber
3 signature | algorithm algorithm OID RFC
parameters
4 issuer countryName DN DN
organizationName =
organizationalUnit ),
Name < >
countryName
-C
organizationName
-0
organizationalUnit
Name
-0U
5 Validity | notBefore
6 notAfter YYYY MM DD hh mm ss
7 1 subject countryName DN DN
localityName =
commonName ,
commonName < >
countryName
-C
localityName
L
commonName
—CN
commonName
8 subject commonName CN CN
*1
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9 CN CN
*1
10 subjectPu | algorithm SubjectPublicKey
blicKeyln | subjectPublicKey
fo (algorithm  OID
RFC
) (
)Bits
11 issuerUniquelD
12 subjectUniquelD
*1 commonName
NO
1 AuthorityK | keyldentifier AuthorityKeyldenti | AuthorityKeyldentifi
eyldentifi | authorityCertlssue | fier er
er r
authorityCertSeria
INumber
0ID RFC
0ID RFC
DN
2 KeyUsage digitalSignature KeyUsage KeyUsage
nonRepudiation
keyEncipherment
dataEncipherment
keyAgreement
keyCertSign
CRLSign OID RFC
encipherOnly 0ID RFC
decipherOnly KeyUsage

KeyUsage
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SubjectAlt | countryName SubjectAltName SubjectAltName
Name organizationName

organizationalUnit
Name
OID RFC 0ID RFC
issuerAltN | countryName issuerAltName issuerAltName
ame organizationName
organizationalUnit
Name
0ID RFC
0ID RFC
BasicConst | cA BasicConstrains BasicConstrains
rains pathLenConstraint
0ID RFC 0ID RFC
CRL CRLDistrib | countryName CRLDistributionPoi | CRLDistributionPoin
utionPoint | organizationName nts ts
S organizationalUnit
Name
OID RFC
0ID RFC
DN
Certificat | policyldentifier CertificatePolicie | CertificatePolicies
ePolicies | policyQualifiers s

0ID RFC

OID RFC
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SubjectKey | keyldentifier SubjectKeyldentifi | SubjectKeyldentifier
Identifier er

0ID RFC
0ID RFC
ExtKeyUsag | serverAuth ExtKeyUsage ExtKeyUsage
e clientAuth
codeSigning
emailProtection
ipsecEndSystem
ipsecTunnel
ipsecUser OID RFC
timeStamping OID RFC
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NO
1 100101 (101)
2 100202 (202)
3 100203 (203)
4 100204 (204)
5 100205 (205)
6 100206 OCSP OCSP certStatus  unknown
(206)
7 100901 (901)
() certPathStatus
NO
1 | 100902 (902) )
certPathStatus
2 | 200100 OCSP
3 | 200200 OCSP
4 | 300100
LAN
Internet Explorer  LAN
5 | 300200 CVS
CVS URL
6 | 300300 CVS URL
7 | 300400 IC PIN
IC IC
IC PC
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