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Basic

version INTEGER 2( ) Version3
serialNumber INTEGER ( (16 )
signature
algorithm OBJECT 12840 113549 115 01D
IDENTIFIER ( ) (12840 113549115
Sha-1WithRSAEncryption )
parameters NULL ( ) RSA
issuer
countryName
type OBJECT 254 6( ) countryName  OID
IDENTIFIER
value PrintableString | JP( )
organizationName
type OBJECT 254 10( ) organizationName  OID
IDENTIFIER
value UTF8String JPKI( )
organizationalUnitName
type OBJECT 254 11( ) organizationalUnitName  OID
IDENTIFIER
value UTF8String ( (
))
organizationalUnitName
type OBJECT 254 11( ) organizationalUnitName  OID
IDENTIFIER
value UTF8String ( )
validity
notBefore UTCTime (YYMMDDhhmmssZ)
notAfter UTCTime (YYMMDDhhmmssZ)
notBefore 3
14:59:59 23:59:59
subject
countryName
type OBJECT 254 6( ) countryName  OID
IDENTIFIER
value PrintableString | JP( )

localityName




type OBJECT 2547( ) localityName  0ID
IDENTIFIER
value UTF8String ( (
))
localityName
type OBJECT 2547( ) localityName  OID
IDENTIFIER
value UTF8String ( (
))
commonName
type OBJECT 254 3( ) commonName  OID
IDENTIFIER
value UTF8String (YYYYMMDDhhmmssX)
subjectPublicKeylnfo
algorithm
algorithm OBJECT 12840 113549 1 1 1
IDENTIFIER ( ) ] )
(12840 113549111
rsakncryption )
parameters NULL ( ) RSA
subjectPublicKey BIT STRING ( (16 ) 1024bit




Extension

Extensions
authorityKeyldentifier
extnlD OBJECT 2529 35( ) authorityKeyldentifier  OID
IDENTIFIER
critical BOOLEAN FALSE( )
extnValue OCTET STRING
authorityKeyldentif
ier
[0]keyldentifier OCTET STRING ( (16
))
[1]authorityCert
Issuer
[4]directoryN
ame
countryName
type OBJECT 254 6( ) countryName  OID
IDENTIFIER
value PrintableString | JP( )
organizati
onName
type OBJECT 254 10( ) organizationName  OID
IDENTIFIER
value UTF8String JPKI( )
organizati
onalUnitNa
me
type OBJECT 254 11( ) organizationalUnitName  OID
IDENTIFIER
value UTF8String ( (
))
organizati
onalUnitNa
me
type OBJECT 254 11( ) organizationalUnitName  OID
IDENTIFIER
value UTF8String ( )
[2]authorityCert INTEGER (
SerialNumber (16 ))
keyUsage
extnlD OBJECT 2529 15( ) keyUsage  OID
IDENTIFIER
critical BOOLEAN TRUE( )
extnValue OCTET STRING
KeyUsage BIT STRING 1100000( )
digitalSignature(0)
nonRepudiation(1)
subjectAltName




extnlD OBJECT 2529 17( ) SubjectAltName  OID
IDENTIFIER
critical BOOLEAN FALSE( )
extnValue OCTET STRING
[0]otherName
commonName
type OBJECT 12 392 200149 8 5 5| commonName  OID( )
IDENTIFIER 1( )
[0]value UTF8String ( ) JIs 1 2
100
[0]otherName
dateOfBirth
type OBJECT 12 392 200149 8 5 5| dateOfBirth  0ID( )
IDENTIFIER 4( )
[0]value UTF8String ( EYYYYMMDD)
E
1: 2 3: 4
0:
YYYY
MM
Al: A2: A3: Ad: 00:
DD
Al: A2: A3: 00:
[0]otherName
gender
type OBJECT 12 392 200149 8 5 5| gender  0ID( )
IDENTIFIER 3( )
[0]value UTF8String ( 1 2
3 )
[0]otherName
address
type OBJECT 12 392 200149 8 5 5| address  0ID( )
IDENTIFIER 5( )
[0]value UTF8String ( ) Jis 1 2
200
[0]otherName
substituteCharac
terOfCommonName
type OBJECT 12 392 200149 8 5 5| substituteCharacterOfCommonN
IDENTIFIER 2( ) ame  0ID
[0]value UTF8String ( 0
) 1
[0]otherName
substituteCharac
terOfAddress
type OBJECT 12 392 200149 8 5 5 substituteCharacterOfAddress
IDENTIFIER 6( ) 01D
[0]value UTF8String (
)




issuerAltName

extnlD OBJECT 2529 18( ) issuerAltName  OID
IDENTIFIER
critical BOOLEAN FALSE( )
extnValue OCTET STRING
[4]directoryName
countryName
type OBJECT 254 6( ) countryName  OID
IDENTIFIER
value PrintableString | JP( )
organizationName
type OBJECT 254 10( ) organizationName  0OID
IDENTIFIER
value UTF8String
(GD)
organizationalUn
itName
type OBJECT 254 11( ) organizationalUnitName  OID
IDENTIFIER
value UTF8String ( ( )) 4 JIS 1
2
[ 1
)
organizationalUn
itName
type OBJECT 254 11( ) organizationalUnitName  OID
IDENTIFIER
value UTF8String ( ( ) 6 JIS 1
2
)
cRLDistributionPoints CRL
extnlD OBJECT 2529 31( ) cRLDistributionPoints  0OID
IDENTIFIER
critical BOOLEAN FALSE( )
extnValue OCTET STRING
[0]distributionPoin
t
[0]ful IName
[4]directoryN
ame
countryNam
e
type OBJECT 254 6( ) countryName  OID
IDENTIFIER
value PrintableString | JP( )
organizati
onName
type OBJECT 25 4 10( ) organizationName  OID
IDENTIFIER
value UTF8String JPKI( )




organizati
onalUnitNa
me
type OBJECT 254 11( ) organizationalUnitName  OID
IDENTIFIER
value UTF8String CRL Distribution
Points ( )
organizati
onalUnitNa
me
type OBJECT 254 11( ) organizationalUnitName  OID
IDENTIFIER
value UTF8String ( (
))
commonName
type OBJECT 254 3( ) commonName ~ OID
IDENTIFIER
value UTF8String ( (
)) CRLDP
certificatePolicies
extnlD OBJECT 2529 32( ) certificatePolicies 0OID
IDENTIFIER
critical BOOLEAN TRUE( )
extnValue OCTET STRING
policyldentifier OBJECT 123922001498511
IDENTIFIER 10 01D
policyQualifiers
policyQualifierl OBJECT 136155721 CPS  OID
d IDENTIFIER (id-qt-cps)
qualifier 1A5String http://www. jpki.go.j | CPS URL
p/cps.html
(G
subjectKeyldentifier
extnlD OBJECT 2 529 14( ) subjectKeyldentifier  0ID
IDENTIFIER
critical BOOLEAN FALSE( )
extnValue OCTET STRING
subjectKeyldentifie
r
Keyldentifier OCTET STRING ( sha-1
(CND))




(Basic)

version INTEGER 2( ) Version3
serialNumber INTEGER ( (16 )
signature
algorithm OBJECT 12840113549 1 1 5( 01D
IDENTIFIER ) (12840 113549 115
Sha-1WithRSAEncryption )
parameters NULL ( ) RSA
issuer
countryName
type OBJECT 254 6( ) countryName  OID
IDENTIFIER
value PrintableString | JP( )
organizationName
type OBJECT 254 10( ) organizationName  OID
IDENTIFIER
value UTF8String JPKI( )
organizationalUnitNa
me
type OBJECT 254 11( ) organizationalUnitName  OID
IDENTIFIER
value UTF8String ( (
))
organizationalUnitNa
me
type OBJECT 254 11( ) organizationalUnitName  OID
IDENTIFIER
value UTF8String (
validity
notBefore UTCTime (YYMMDDhhmmssZ)
notAfter UTCTime (YYMMDDhhmmssZ)
notBefore 10
14:59:59 23:59:59
subject
countryName
type OBJECT 254 6( ) countryName  OID
IDENTIFIER
value PrintableString | JP( )
organizationName
type OBJECT 254 10( ) organizationName  OID
IDENTIFIER




value UTF8String JPKI( )
organizationalUnitNa
me
type OBJECT 254 11( ) organizationalUnitName  OID
IDENTIFIER
value UTF8String ( (
))
organizationalUnitNa
me
type OBJECT 254 11( ) organizationalUnitName  OID
IDENTIFIER
value UTF8String (
subjectPublicKeylnfo
algorithm
algorithm OBJECT 1284011354911 1(
1D IDENTIFIER ) 01D
(12840113549 111
rsaEncryption )
parameters NULL ( ) RSA
subjectPublickey BIT STRING ( (16 ) 2048bit




(Extension)

Extensions
keyUsage
extnlD OBJECT 2 529 15( ) keyUsage  OID
IDENTIFIER
critical BOOLEAN TRUE( )
extnValue OCTET STRING
keyUsage BIT STRING 0000011 ( )
keyCertSign(5) CRLSign(6)
subjectAltName
extnlD OBJECT 2529 17( ) subjectAltName  OID
IDENTIFIER
critical BOOLEAN FALSE( )
extnValue OCTET STRING
[4]directoryName
countryName
type OBJECT 254 6( ) countryName
IDENTIFIER
value PrintableString | JP( )
organizationNa
me
type OBJECT 25 4 10( ) organizationName  OID
IDENTIFIER
value UTF8String
(D)
organizational
UnitName
type OBJECT 254 11( ) organizationalUnitName  OID
IDENTIFIER
value UTF8String ( ) 4
(
)
organizational
UnitName
type OBJECT 254 11( ) organizationalUnitName  OID
IDENTIFIER
value UTF8String ( ( ) 6
(
)
basicConstraints
extnlD OBJECT 2529 19( ) basicConstraints  0OID
IDENTIFIER
critical BOOLEAN TRUE( )
extnValue OCTET STRING
cA BOOLEAN TRUE( )
cRLDistributionPoints CRL
extnlD OBJECT 2529 31( ) cRLDistributionPoints  0OID
IDENTIFIER
critical BOOLEAN FALSE( )
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extnValue OCTET STRING
[0]distributionPo
int
[0 ful IName
[4]director
yName
countryN
ame
type OBJECT 254 6( ) countryName  OID
IDENTIFIER
value PrintableString | JP( )
organiza
tionName
type OBJECT 254 10( ) organizationName  0OID
IDENTIFIER
value UTF8String JPKI( )
organiza
tionalUn
itName
Type OBJECT 254 11( ) organizationalUnitName  OID
IDENTIFIER
value UTF8String ( (
))
organiza
tionalUn
itName
type OBJECT 254 11( ) organizationalUnitName  OID
IDENTIFIER
value UTF8String ( )
subjectKeyldentifier
extnlD OBJECT 2529 14( ) subjectKeyldentifier  0ID
IDENTIFIER
critical BOOLEAN FALSE( )
extnValue OCTET STRING
subjectKeyldentif
ier
Keyldentifier OCTET STRING ( sha-1
(CNND))
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Hokkaido the Governor of Hokkaido
Aomori-ken the Governor of Aomori-ken
lwate-ken the Governor of lwate-ken
Miyagi-ken the Governor of Miyagi-ken
Akita-ken the Governor of Akita-ken
Yamagata-ken the Governor of Yamagata-ken
Fukushima-ken the Governor of Fukushima-ken
Ibaraki-ken the Governor of Ibaraki-ken
Tochigi-ken the Governor of Tochigi-ken
Gunma-ken the Governor of Gunma-ken
Saitama-ken the Governor of Saitama-ken
Chiba-ken the Governor of Chiba-ken
Tokyo-to the Governor of Tokyo-to
Kanagawa-ken the Governor of Kanagawa-ken
Niigata-ken the Governor of Niigata-ken
Toyama-ken the Governor of Toyama-ken
Ishikawa-ken the Governor of Ishikawa-ken
Fukui-ken the Governor of Fukui-ken
Yamanashi-ken the Governor of Yamanashi-ken
Nagano-ken the Governor of Nagano-ken
Gifu-ken the Governor of Gifu-ken
Shizuoka-ken the Governor of Shizuoka-ken
Aichi-ken the Governor of Aichi-ken
Mie-ken the Governor of Mie-ken
Shiga-ken the Governor of Shiga-ken
Kyoto-fu the Governor of Kyoto-fu
Osaka-fu the Governor of Osaka-fu
Hyogo-ken the Governor of Hyogo-ken
Nara-ken the Governor of Nara-ken
Wakayama-ken the Governor of Wakayama-ken
Tottori-ken the Governor of Tottori-ken
Shimane-ken the Governor of Shimane-ken
Okayama-ken the Governor of Okayama-ken
Hiroshima-ken the Governor of Hiroshima-ken
Yamaguchi-ken the Governor of Yamaguchi-ken
Tokushima-ken the Governor of Tokushima-ken
Kagawa-ken the Governor of Kagawa-ken
Ehime-ken the Governor of Ehime-ken
Kochi-ken the Governor of Kochi-ken
Fukuoka-ken the Governor of Fukuoka-ken
Saga-ken the Governor of Saga-ken
Nagasaki-ken the Governor of Nagasaki-ken
Kumamoto-ken the Governor of Kumamoto-ken
Oita-ken the Governor of Oita-ken
Miyazaki-ken the Governor of Miyazaki-ken
Kagoshima-ken the Governor of Kagoshima-ken
Okinawa-ken the Governor of Okinawa-ken
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