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2.1.
2.1.1.
Basic
version INTEGER 2 Version3
serialNumber INTEGER 16
signature - -
algorithm OBJECT 128401135491111 OoID
IDENTIFIER 1284011354911 11
Sha-256WithRSAEncryption
parameters NULL RSA
issuer - -
countryName - -
type OBJECT 2546 countryName  OID
IDENTIFIER
value PrintableString JP
organizationName - -
type OBJECT 25410 organizationName  OID
IDENTIFIER
value UTF8String JPKI
organizationalUnitName - -
type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String JPKI for digital signature
organizationalUnitName - -
type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String Japan Agency for Local

Authority Information

Systems




validity

notBefore UTCTime YYMMDDhhmmssZ
notAfter UTCTime YYMMDDhhmmssZ
subject - -




countryName - -
type OBJECT 2546 countryName  OID
IDENTIFIER
value PrintableString JP
localityName - -
type OBJECT 2547 localityName  OID
IDENTIFIER
value UTF8String
localityName - -
type OBJECT 2547 localityName  OID
IDENTIFIER
value UTF8String
commonName - -
type OBJECT 2543 commonName  OID
IDENTIFIER
value UTF8String YYYYMMDDhhmmssxx +
XXXXX XXX XXXX
subjectPublicKeyInfo - -
algorithm - -
algorithm OBJECT 12840113549111 OID
IDENTIFIER 12840113549111
rsaEncryption
parameters NULL RSA
subjectPublicKey BIT STRING 16 2048bit




Extension
Extensions
authorityKeyldentifier - -
extnID OBJECT 252935 authorityKeyldentifier ~ OID
IDENTIFIER
critical BOOLEAN FALSE
extnValue OCTET STRING -
authorityKeyldentifier - -
[0]keyldentifier OCTET STRING 16
[1]authorityCertlss - -
uer
[4]directoryNa - -
me
countryNam - -
e
type OBJECT 2546 countryName  OID
IDENTIFIER
value PrintableString JP
organization - -
Name
type OBJECT 25410 organizationName  OID
IDENTIFIER
value UTF8String JPKI
organization - -
alUnitName
type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String JPKI for digital
signature
organization - -
alUnitName
type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER




value UTF8String Japan Agency for Local
Authority Information
Systems
[2]authorityCertSer INTEGER
ialNumber 16
keyUsage
extnID OBJECT 252915 keyUsage  OID
IDENTIFIER
critical BOOLEAN TRUE
extnValue OCTET STRING -
keyUsage BIT STRING 110000000
digitalSignature(0) &
nonRepudiation(1)
subjectAltName - -
extnID OBJECT 252917 subjectAltName  OID
IDENTIFIER
critical BOOLEAN FALSE
extnValue OCTET STRING -
[0]otherName - -
commonName - -
type OBJECT 123922001498551 commonName  OID
IDENTIFIER
[O]value UTF8String Js 1 2
100
[0]otherName - -
dateOfBirth - -
type OBJECT 123922001498554 dateOfBirth ~ OID
IDENTIFIER




[O]value UTF8String
EYYYYMMDD E
1 2 3: 4 5
0:
YYYY
MM
Al:  A2:  A3: A4 00:
DD
Al: A2: A3: 00:
[0]otherName - -
gender - _
type OBJECT 12 3922001498553 gender  OID
IDENTIFIER
[O]value UTF8String 1 2: 3
[0]otherName - -
address - -
type OBJECT 123922001498555 address  OID
IDENTIFIER
[O]value UTF8String Js 1 2
O
200
m| a
a
a
[0]otherName - -
substituteCharacte - -
rOfCommonName
type OBJECT 123922001498552 substituteCharacterOfCommonNam
IDENTIFIER e OID




[O]value UTF8String 0
1
[0]otherName - -
substituteCharacte - -
rOfAddress
type OBJECT 123922001498556 substituteCharacterOfAddress
IDENTIFIER (e]]n]
[O]value UTF8String 0
1
issuerAltName - -
extnID OBJECT 252918 issuerAltName ~ OID
IDENTIFIER
critical BOOLEAN FALSE
extnValue OCTET STRING -
[4]directoryName - -
countryName - -
type OBJECT 2546 countryName  OID
IDENTIFIER
value PrintableString JP
organizationName - -
type OBJECT 25410 organizationName  OID
IDENTIFIER
value UTF8String
organizationalUnitN - -
ame
type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String
organizationalUnitN - -
ame
type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String

cRLDistributionPoints




extnID

critical

extnValue

[O]distributionPoint

[0]fullName

[4]directoryNa

me

countryNam

e

type

value

organization

Name

type

value

organization

alUnitName

type

value

organization

alUnitName

type

value

organization

alUnitName

type

value

commonNa

me

CRL

OBJECT 252931 cRLDistributionPoints ~ OID
IDENTIFIER
BOOLEAN FALSE
OCTET STRING -
OBJECT 2546 countryName  OID
IDENTIFIER
PrintableString JP
OBJECT 25410 organizationName  OID
IDENTIFIER
UTF8String JPKI
OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
UTF8String JPKI for digital

signature
OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
UTF8String CRL Distribution Points
OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
UTF8String




type OBJECT 2543 commonName  OID
IDENTIFIER
value UTF8String
CRLDP
certificatePolicies - -
extnID OBJECT 252932 certificatePolicies ~ OID
IDENTIFIER
critical BOOLEAN TRUE
extnValue OCTET STRING -
policyldentifier OBJECT 123922001498511
IDENTIFIER 20
OoID
policyQualifiers - -
policyQualifierld OBJECT 136155721 id- CPS OID
IDENTIFIER qt-cps
pqualifier IA5String http://www.jpki.go.jp/c | CPS URL
ps.html
subjectKeyldentifier - -
extnID OBJECT 252914 subjectKeyldentifier ~ OID
IDENTIFIER
critical BOOLEAN FALSE
extnValue OCTET STRING -
subjectKeyldentifier - -
keyldentifier OCTET STRING sha-1
16

-10-
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2.1.2.
Basic
version INTEGER 2 Version3
serialNumber INTEGER 16
signature - -
algorithm OBJECT 128401135491111 OID
IDENTIFIER 128401135491111
Sha-256WithRSAEncryption
parameters NULL RSA
issuer - -
countryName - -
type OBJECT 2546 countryName  OID
IDENTIFIER
value PrintableString JP
organizationName - -
type OBJECT 25410 organizationName  OID
IDENTIFIER
value UTF8String JPKI
organizationalUnitName - -
type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String JPKI for digital signature
organizationalUnitName - -
type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String Japan Agency for Local
Authority Information
Systems
validity - -
notBefore UTCTime YYMMDDhhmmssZ
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notAfter UTCTime YYMMDDhhmmssZ
subject - -
countryName - -
type OBJECT 2546 countryName  OID
IDENTIFIER
value PrintableString JP
localityName - -
type OBJECT 2547 localityName  OID
IDENTIFIER
value UTF8String
localityName - -
type OBJECT 2547 localityName  OID
IDENTIFIER
value UTF8String
commonName - -
type OBJECT 2543 commonName  OID
IDENTIFIER
value UTF8String YYYYMMDDhhmmssxx +
XXXXX XXX XXXX
subjectPublicKeyInfo - -
algorithm - -
algorithm OBJECT 12840113549111 OID
IDENTIFIER 12840113549111
rsaEncryption
parameters NULL RSA
subjectPublicKey BIT STRING 16 2048bit
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Extension
Extensions
authorityKeyldentifier - -
extnID OBJECT 252935 authorityKeyldentifier ~ OID
IDENTIFIER
critical BOOLEAN FALSE
extnValue OCTET STRING -
authorityKeyldentifier - -
[0]keyldentifier OCTET STRING 16
[1]authorityCertlss - -
uer
[4]directoryNa - -
me
countryNam - -
e
type OBJECT 2546 countryName  OID
IDENTIFIER
value PrintableString JP
organization - -
Name
type OBJECT 25410 organizationName  OID
IDENTIFIER
value UTF8String JPKI
organization - -
alUnitName
type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String JPKI for digital
signature
organization - -
alUnitName
type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
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value UTF8String Japan Agency for Local
Authority Information
Systems
[2]authorityCertSer INTEGER
ialNumber 16
keyUsage
extnID OBJECT 252915 keyUsage  OID
IDENTIFIER
critical BOOLEAN TRUE
extnValue OCTET STRING -
keyUsage BIT STRING 110000000
digitalSignature(0) &
nonRepudiation(1)
subjectAltName - -
extnID OBJECT 252917 subjectAltName  OID
IDENTIFIER
critical BOOLEAN FALSE
extnValue OCTET STRING -
[0]otherName - -
commonName - -
type OBJECT 123922001498551 commonName  OID
IDENTIFIER
[O]value UTF8String Js 1 2
100
[0]otherName - -
dateOfBirth - -
type OBJECT 123922001498554 dateOfBirth ~ OID
IDENTIFIER
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[O]value UTF8String
EYYYYMMDD E
1 2 3: 4 5
0:
YYYY
MM
Al:  A2:  A3: A4 00:
DD
Al: A2: A3: 00:
[0]otherName - -
gender - _
type OBJECT 12 3922001498553 gender  OID
IDENTIFIER
[O]value UTF8String 1 2: 3
[0]otherName - -
address - -
type OBJECT 123922001498555 address  OID
IDENTIFIER
[O]value UTF8String Js 1 2
O
200
m| a
a
a
[0]otherName - -
substituteCharacte - -
rOfCommonName
type OBJECT 123922001498552 substituteCharacterOfCommonNam
IDENTIFIER e OID
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[O]value UTF8String 0
1
[0]otherName - -
substituteCharacte - -
rOfAddress
type OBJECT 123922001498556 substituteCharacterOfAddress
IDENTIFIER (e]]n]
[O]value UTF8String 0
1
issuerAltName - -
extnID OBJECT 252918 issuerAltName ~ OID
IDENTIFIER
critical BOOLEAN FALSE
extnValue OCTET STRING -
[4]directoryName - -
countryName - -
type OBJECT 2546 countryName  OID
IDENTIFIER
value PrintableString JP
organizationName - -
type OBJECT 25410 organizationName  OID
IDENTIFIER
value UTF8String
organizationalUnitN - -
ame
type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String
organizationalUnitN - -
ame
type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String

cRLDistributionPoints
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extnID

critical

extnValue

[O]distributionPoint

[0]fullName

[4]directoryNa

me

countryNam

e

type

value

organization

Name

type

value

organization

alUnitName

type

value

organization

alUnitName

type

value

organization

alUnitName

type

value

commonNa

me

CRL

OBJECT 252931 cRLDistributionPoints ~ OID
IDENTIFIER
BOOLEAN FALSE
OCTET STRING -
OBJECT 2546 countryName  OID
IDENTIFIER
PrintableString JP
OBJECT 25410 organizationName  OID
IDENTIFIER
UTF8String JPKI
OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
UTF8String JPKI for digital

signature
OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
UTF8String CRL Distribution Points
OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
UTF8String
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type OBJECT 2543 commonName  OID
IDENTIFIER
value UTF8String
mobileCRLDP
certificatePolicies - -
extnID OBJECT 252932 certificatePolicies ~ OID
IDENTIFIER
critical BOOLEAN TRUE
extnValue OCTET STRING -
policyldentifier OBJECT 123922001498511
IDENTIFIER 40 OID
policyQualifiers - -
policyQualifierld OBJECT 136155721 id- CPS OID
IDENTIFIER qt-cps
pqualifier IA5String http://www.jpki.go.jp/c | CPS URL
ps.html
subjectKeyldentifier - -
extnID OBJECT 252914 subjectKeyldentifier ~ OID
IDENTIFIER
critical BOOLEAN FALSE
extnValue OCTET STRING -
subjectKeyldentifier - -
keyldentifier OCTET STRING sha-1
16
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2.1.3.
Basic
version INTEGER 2 Version3
serialNumber INTEGER 16
signature - -
algorithm OBJECT 12840 113549 11 11 OID
IDENTIFIER 128401135491111
Sha-256WithRSAEncryption
parameters NULL RSA
issuer - -
countryName - -
type OBJECT 2546 countryName  OID
IDENTIFIER
value PrintableString JP
organizationName - -
type OBJECT 25410 organizationName  OID
IDENTIFIER
value UTF8String JPKI
organizationalUnitName - -
type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String JPKI for user
authentication
organizationalUnitName - -
type OBJECT 25411 organizationalUnitName ~ OID
IDENTIFIER
value UTF8String Japan Agency for Local
Authority  Information
Systems
validity - -
notBefore UTCTime YYMMDDhhmmssZ
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notAfter UTCTime YYMMDDhhmmssZ
5
6
6
5
5
5
5
subject - -
countryName - -
type OBJECT 2546 countryName  OID
IDENTIFIER
value PrintableString JP
commonName -
type OBJECT 2543 commonName  OID
IDENTIFIER
value UTF8String XXXXXXXXXXXXXXK XXX +
XXXXX
subjectPublicKeylnfo - -
algorithm - -
algorithm OBJECT 12840113549111 OoID
IDENTIFIER 12840113549111
rsaEncryption
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parameters

subjectPublicKey

NULL

RSA

BIT STRING

16

2048bit
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Extension
Extensions
authorityKeyldentifier - -
extnID OBJECT 252935 authorityKeyldentifier ~ OID
IDENTIFIER
critical BOOLEAN FALSE
extnValue OCTET -
STRING
authorityKeyldentifier - -
[0]keyldentifier OCTET 16
STRING
[1]authorityCertlssue - -
r
[4]directoryName - -
countryName - -
type OBJECT 2546 countryName  OID
IDENTIFIER
value PrintableString | JP
organizationNa - -
me
type OBJECT 25410 organizationName  OID
IDENTIFIER
value UTF8String JPKI
organizationalU - -
nitName
type OBJECT 25411 organizationalUnitName ~ OID
IDENTIFIER
value UTF8String JPKI for user
authentication
organizationalU - -
nitName
type OBJECT 25411 organizationalUnitName ~ OID
IDENTIFIER
value UTF8String Japan Agency for Local

-22-

Authority Information

Systems




[2]authorityCertSerial INTEGER
Number 16
keyUsage
extnID OBJECT 252915 keyUsage  OID
IDENTIFIER
critical BOOLEAN TRUE
extnValue OCTET -
STRING
keyUsage BIT STRING 100000000
digitalSignature(0)
extendedKeyUsage
extnID OBJECT 252937 extkeyUsage  OID
IDENTIFIER
critical BOOLEAN FALSE
extnValue OCTET -
STRING
extendedKeyUsage - -
KeyPurposeld OCTET 136155732 id-kp-clientAuth ~ OID
STRING
issuerAltName - -
extnlD OBJECT 252918 issuerAltName ~ OID
IDENTIFIER
critical BOOLEAN FALSE
extnValue OCTET -
STRING
[4]directoryName - -
countryName - -
type OBJECT 2546 countryName  OID
IDENTIFIER
value PrintableString | JP
organizationName - -
type OBJECT 25410 organizationName  OID
IDENTIFIER
value UTF8String

organizationalUnitNa

me
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type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String
organizationalUnitNa - -
me
type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String
cRLDistributionPoints CRL - -
extnID OBJECT 252931 CRLDistributionPoints ~ OID
IDENTIFIER
critical BOOLEAN FALSE
extnValue OCTET -
STRING
[O]distributionPaint - -
[0]fullName - -
[4]directoryName - -
countryName - -
type OBJECT 2546 countryName  OID
IDENTIFIER
value PrintableString | JP
organizationNa - -
me
type OBJECT 25410 organizationName  OID
IDENTIFIER
value UTF8String JPKI
organizationalU - -
nitName
type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String JPKI for user
authentication

organizationalU

nitName
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type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String CRL Distribution Points
organizationalU - -
nitName
type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String
commonName - -
type OBJECT 2543 commonName  OID
IDENTIFIER
value UTF8String
CRLDP
certificatePolicies - -
extnID OBJECT 252932 certificatePolicies ~ OID
IDENTIFIER
critical BOOLEAN TRUE
extnValue OCTET -
STRING
policyldentifier OBJECT 123922001498513
IDENTIFIER 30
OoID
policyQualifiers - -
policyQualifierld OBJECT 136155721 id-qt- | CPS OID
IDENTIFIER cps
pqualifier IA5String http://www.jpki.go.jp/c | CPS URL
ps.html
subjectKeyldentifier - -
extnID OBJECT 252914 subjectKeyldentifier ~ OID
IDENTIFIER
critical BOOLEAN FALSE
extnValue OCTET -
STRING
subjectKeyldentifier - -
keyldentifier OCTET sha-1
STRING 16

-25-
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authorityInfoAccess

extnID

critical

extnValue

accessDiscription

accessMethod

accessLocation

OBJECT 136155711 authoritylnfoAccess  OID
IDENTIFIER

BOOLEAN FALSE

OCTET -

STRING

OBJECT 1361557481 ocsp  OID

IDENTIFIER

IA5String http://ocspauthnorm.jp | OCSP URL

ki.go.jp
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2.1.4.
Basic
version INTEGER 2 Version3
serialNumber INTEGER 16
signature - -
algorithm OBJECT 12840 113549 11 11 OID
IDENTIFIER 128401135491111
Sha-256WithRSAEncryption
parameters NULL RSA
issuer - -
countryName - -
type OBJECT 2546 countryName  OID
IDENTIFIER
value PrintableString JP
organizationName - -
type OBJECT 25410 organizationName  OID
IDENTIFIER
value UTF8String JPKI
organizationalUnitName - -
type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String JPKI for user
authentication
organizationalUnitName - -
type OBJECT 25411 organizationalUnitName ~ OID
IDENTIFIER
value UTF8String Japan Agency for Local
Authority  Information
Systems
validity - -
notBefore UTCTime YYMMDDhhmmssZ
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notAfter UTCTime YYMMDDhhmmssZ
subject - -
countryName - -
type OBJECT 2546 countryName  OID
IDENTIFIER
value PrintableString JP
commonName -
type OBJECT 2543 commonName  OID
IDENTIFIER
value UTF8String XXXXXXXKXXXXXXK XXX +
XXXXX
subjectPublicKeylInfo - -
algorithm - -
algorithm OBJECT 12840113549111 OoID
IDENTIFIER 12840113549111
rsaEncryption
parameters NULL RSA
subjectPublicKey BIT STRING 16 2048bit

-28-




Extension
Extensions
authorityKeyldentifier - -
extnID OBJECT 252935 authorityKeyldentifier ~ OID
IDENTIFIER
critical BOOLEAN FALSE
extnValue OCTET -
STRING
authorityKeyldentifier - -
[0]keyldentifier OCTET 16
STRING
[1]authorityCertlssue - -
r
[4]directoryName - -
countryName - -
type OBJECT 2546 countryName  OID
IDENTIFIER
value PrintableString | JP
organizationNa - -
me
type OBJECT 25410 organizationName  OID
IDENTIFIER
value UTF8String JPKI
organizationalU - -
nitName
type OBJECT 25411 organizationalUnitName ~ OID
IDENTIFIER
value UTF8String JPKI for user
authentication
organizationalU - -
nitName
type OBJECT 25411 organizationalUnitName ~ OID
IDENTIFIER
value UTF8String Japan Agency for Local

-29-

Authority Information

Systems




[2]authorityCertSerial INTEGER
Number 16
keyUsage
extnID OBJECT 252915 keyUsage  OID
IDENTIFIER
critical BOOLEAN TRUE
extnValue OCTET -
STRING
keyUsage BIT STRING 100000000
digitalSignature(0)
extendedKeyUsage
extnID OBJECT 252937 extkeyUsage  OID
IDENTIFIER
critical BOOLEAN FALSE
extnValue OCTET -
STRING
extendedKeyUsage - -
KeyPurposeld OCTET 136155732 id-kp-clientAuth ~ OID
STRING
issuerAltName - -
extnlD OBJECT 252918 issuerAltName ~ OID
IDENTIFIER
critical BOOLEAN FALSE
extnValue OCTET -
STRING
[4]directoryName - -
countryName - -
type OBJECT 2546 countryName  OID
IDENTIFIER
value PrintableString | JP
organizationName - -
type OBJECT 25410 organizationName  OID
IDENTIFIER
value UTF8String

organizationalUnitNa

me
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type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String
organizationalUnitNa - -
me
type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String
cRLDistributionPoints CRL - -
extnID OBJECT 252931 CRLDistributionPoints ~ OID
IDENTIFIER
critical BOOLEAN FALSE
extnValue OCTET -
STRING
[O]distributionPaint - -
[0]fullName - -
[4]directoryName - -
countryName - -
type OBJECT 2546 countryName  OID
IDENTIFIER
value PrintableString | JP
organizationNa - -
me
type OBJECT 25410 organizationName  OID
IDENTIFIER
value UTF8String JPKI
organizationalU - -
nitName
type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String JPKI for user
authentication

organizationalU

nitName
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type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String CRL Distribution Points
organizationalU - -
nitName
type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String
commonName - -
type OBJECT 2543 commonName  OID
IDENTIFIER
value UTF8String
mobileCRLDP
certificatePolicies - -
extnID OBJECT 252932 certificatePolicies ~ OID
IDENTIFIER
critical BOOLEAN TRUE
extnValue OCTET -
STRING
policyldentifier OBJECT 123922001498513
IDENTIFIER 50
OoID
policyQualifiers - -
policyQualifierld OBJECT 136155721 id-qt- | CPS OID
IDENTIFIER cps
pqualifier IA5String http://www.jpki.go.jp/c | CPS URL
ps.html
subjectKeyldentifier - -
extnID OBJECT 252914 subjectKeyldentifier ~ OID
IDENTIFIER
critical BOOLEAN FALSE
extnValue OCTET -
STRING
subjectKeyldentifier - -
keyldentifier OCTET sha-1
STRING 16
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authorityInfoAccess

extnID

critical

extnValue

accessDiscription

accessMethod

accessLocation

OBJECT 136155711 authoritylnfoAccess  OID
IDENTIFIER
BOOLEAN FALSE
OCTET -
STRING
OBJECT 1361557481 ocsp  OID
IDENTIFIER
IA5String http://ocspauthnormm | OCSP
obile.jpki.go.jp URL
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2.1.5.
Basic
version INTEGER 2 Version3
serialNumber INTEGER 16
signature - -
algorithm OBJECT 128401135491111 OID
IDENTIFIER 128401135491111
Sha-256WithRSAEncryption
parameters NULL RSA
issuer - -
countryName - -
type OBJECT 2546 countryName  OID
IDENTIFIER
value PrintableStrin | JP
g
organizationName - -
type OBJECT 25410 organizationName  OID
IDENTIFIER
value UTF8String JPKI
organizationalUnitName - -
type OBJECT 25411 organizationalUnitName ~ OID
IDENTIFIER
value UTF8String JPKI for digital signature
organizationalUnitName - -
type OBJECT 25411 organizationalUnitName ~ OID
IDENTIFIER
value UTF8String Japan Agency for Local
Authority Information
Systems
validity - -
notBefore UTCTime YYMMDDhhmmssZ
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notAfter UTCTime YYMMDDhhmmssZ
notBefore + 10
subject - -
countryName - -
type OBJECT 2546 countryName  OID
IDENTIFIER
value PrintableStrin | JP
g
organizationName - -
type OBJECT 25410 organizationName  OID
IDENTIFIER
value UTF8String JPKI
organizationalUnitName - -
type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String JPKI for digital signature
organizationalUnitName - -
type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String Japan Agency for Local
Authority Information
Systems
subjectPublicKeyInfo - -
algorithm - -
algorithm OBJECT 12840113549111 OID
IDENTIFIER 12840113549111
rsaEncryption
parameters NULL RSA
subjectPublicKey BIT STRING 16 2048bit
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Extension

Extensions
keyUsage
extnID OBJECT 252915 keyUsage  OID
IDENTIFIER
critical BOOLEAN TRUE
extnValue OCTET -
STRING
keyUsage BIT STRING | 000001100
keyCertSign(5) & cRLSign(6)
subjectAltName - -
extnID OBJECT 252917 subjectAltName  OID
IDENTIFIER
critical BOOLEAN FALSE
extnValue OCTET -
STRING
[4]directoryName - -
commonName - -
type OBJECT 2546 countryName  OID
IDENTIFIER
[O]value PrintableStrin | JP
g
organizationName - -
type OBJECT 25410 organizationName  OID
IDENTIFIER
[O]value UTF8String
organizationalUnitNa - -
me
type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
[O]value UTF8String

organizationalUnitNa

me

-36-




type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
[O]value UTF8String
basicConstraints - -
extnID OBJECT 252919 basicConstraints ~ OID
IDENTIFIER
critical BOOLEAN TRUE
extnValue OCTET -
STRING
cA BOOLEAN TRUE
cRLDistributionPoints CRL - -
extnID OBJECT 252931 cRLDistributionPoints ~ OID
IDENTIFIER
critical BOOLEAN FALSE
extnValue OCTET -
STRING
[O]distributionPaint - -
[0]fullName - -
[4]directoryNam - -
e
countryName - -
type OBJECT
2546 countryName  OID
IDENTIFIER
value PrintableStrin
JP
g9
organization -
Name i
type OBJECT
25410 organizationName  OID
IDENTIFIER
value UTF8String JPKI
organizationa -
IUnitName i
type OBJECT
25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String JPKI for digital signature
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organizationa

|UnitName
type OBJECT
25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String Japan Agency for Local
Authority Information
Systems
subjectKeyldentifier - -
extnID OBJECT 252914 subjectKeyldentifier ~ OID
IDENTIFIER
critical BOOLEAN FALSE
extnValue OCTET -
STRING
subjectKeyldentifier - -
keyldentifier OCTET 16 sha-1
STRING
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2.1.6.
Basic
version INTEGER 2 Version3
serialNumber INTEGER 16
signature - -
algorithm OBJECT 12840 113549 11 11 OID
IDENTIFIER 128401135491111
Sha-256WithRSAEncryption
parameters NULL RSA
issuer - -
countryName - -
type OBJECT 2546 countryName  OID
IDENTIFIER
value PrintableStrin | JP
g9
organizationName - -
type OBJECT 25410 organizationName  OID
IDENTIFIER
value UTF8String JPKI
organizationalUnitName - -
type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String JPKI for user
authentication
organizationalUnitName - -
type OBJECT 25411 organizationalUnitName ~ OID
IDENTIFIER
value UTF8String Japan Agency for Local
Authority  Information
Systems
validity - -
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notBefore UTCTime YYMMDDhhmmssZ
notAfter UTCTime YYMMDDhhmmssZ
notBefore + 10
subject - -
countryName - -
type OBJECT 2546 countryName  OID
IDENTIFIER
value PrintableStrin | JP
g
organizationName - -
type OBJECT 25410 organizationName  OID
IDENTIFIER
value UTF8String JPKI
organizationalUnitName - -
type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String JPKI for user
authentication
organizationalUnitName - -
type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String Japan Agency for Local
Authority  Information
Systems
subjectPublicKeylnfo - -
algorithm - -
algorithm OBJECT 12840113549111 OID
IDENTIFIER 12840113549111
rsaEncryption
parameters NULL RSA
subjectPublicKey BIT STRING 16 2048bit
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Extension
Extensions
keyUsage
extnID OBJECT 252915 keyUsage  OID
IDENTIFIER
critical BOOLEAN TRUE
extnValue OCTET -
STRING
keyUsage BIT STRING 000001100
keyCertSign(5) & cRLSign(6)
subjectAltName - -
extnID OBJECT 252917 subjectAltName  OID
IDENTIFIER
critical BOOLEAN FALSE
extnValue OCTET -
STRING
[4]directoryName - -
commonName - -
type OBJECT 2546 countryName  OID
IDENTIFIER
[O]value PrintableStrin | JP
g
organizationName - -
type OBJECT 25410 organizationName  OID
IDENTIFIER
[O]value UTF8String
organizationalUnitNa - -
me
type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
[O]value UTF8String
organizationalUnitNa - -
me
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type OBJECT 25411 organizationalUnitName  OID
IDENTIFIER
[O]value UTF8String
basicConstraints - -
extnID OBJECT 252919 basicConstraints ~ OID
IDENTIFIER
critical BOOLEAN TRUE
extnValue OCTET -
STRING
cA BOOLEAN TRUE
cRLDistributionPoints CRL - -
extnID OBJECT 252931 CRLDistributionPoints ~ OID
IDENTIFIER
critical BOOLEAN FALSE
extnValue OCTET -
STRING
[O]distributionPaint - -
[0]fullName - -
[4]directoryName - -
countryName - -
type OBJECT
2546 countryName  OID
IDENTIFIER
value PrintableStrin
JP
g
organizationN -
ame i
type OBJECT
25410 organizationName  OID
IDENTIFIER
value UTF8String JPKI
organizational -
UnitName i
type OBJECT
25411 organizationalUnitName  OID
IDENTIFIER
value UTF8String JPKI for user
authentication
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organizational

UnitName
type OBJECT
25411 organizationalUnitName ~ OID
IDENTIFIER
value UTF8String Japan Agency for Local
Authority Information
Systems
subjectKeyldentifier - -
extnID OBJECT 252914 subjectKeyldentifier ~ OID
IDENTIFIER
critical BOOLEAN FALSE
extnValue OCTET -
STRING
subjectKeyldentifier - -
keyldentifier OCTET sha-1
STRING 16
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2.2. OID

iso(1)

member-body (2)

I
country (392)

I
JPKI (200149)

I
securtyObject (8)

|
PKI(5)

I
certificatePolicy (1)

PersonalData (5)
|

I | ! |

commonName (1) address (5) gender (3} | dateOfBirth (4)

substituteCharacterOfCommonName (2}  substituteCharacterOfAddress (6)

I

experiment (0)  digitalSignature (1} authenticate (3)

TLS(100)

CVS(2003 OCSP(300) CodeSigning(400)

I

Class30 {30}

Class50 (50)

! I

TLS(130) OCSP(33())  CodeSigning(430)

! I

class10 (103 Class20 (20t}  Class40 (40)

I |

TLS(120) CVS(220) OCSP(320} CodeSigning(420)

I I I

class10 {10} T1.8(100) CVS(200)
Class20 (20) TLS(120) CVS(220)
Class30 (30)
TLS(130)

Classd0 (400
Class50 (50)

OCSP(300) CodeSigning(400)
OCSP({320) CodeSianing(420)
OCSP(330) CodeSigning(430)
2-1 OID
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2-1 OID

oID

JPK1(200149)

securityObject(8)

PKI(5)

certificatePolicy(1)

experiment(0)

Class10(10)

Class20(20)

Class30(30)

Class40(40)

Class50(50)

TLS(100)

SSL
TLS

TLS(120)

SSL
TLS

TLS(130)

SSL
TLS

CVS(200)

CVS(220)

0CSP(300)

0csp

0CSP(320)

0Csp

0CSP(330)

0CSP

CodeSigning(400)

CodeSigning(420)

CodeSigning(430)
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digitalSignature(l)

Class10(10)

Class20(20)

Class40(40)

TLS(120) ssL TLS

CVS(220)

0CSP(320) 0CSP

CodeSigning(420)

Authenticate(3)

Class30(30)

Class50(50)

TLS(130) ssL
TLS

0CSP(330) 0CsP

CodeSigning(430)

TLS(100) ssL
TLS

CVS(200)

0CSP (300) 0CSP

CodeSigning(400)

PersonalData(5)

commonName(1)

address(5)

gender(3)

dateOfBirth(4)
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substituteCharacterOfCommonName (2)

substituteCharacterOfAddress (6)
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3.1




